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KAKO NOCTYNUTWA
YKOJIUKO CE
PEANTU3YJE DDoS
HANAAL

NPUJABUTE CBAKM WHUWMAEHT 5377,
HA HAWEM NOPTANY CF"'E".LIEPT



NPUNPEMA

Uum: YcnoctaBUTU KOHTaKTe, pAedpuHUcCaTU npoueaype M NPUKYNUTU
nHpopmaumje Kako 6UcTe yliteaen BpeMme TOKOM Hanapaa.

NOAPWKA UHTEPHET CEPBUC NPOBAJAEPA (UCN)

Obpatunte ce npyxaouy WCI ycnyra kako 6ucte casHanu koje ycnyre 3a ybnaxaBawe DDoS
Hanaja 1Majy y CBOjOj MOHyAM (becnnaTHe mnu nnaheHe) 1 Koju MocTynak Tpeba fa cneguTe.
Mpyxaouwn WCI ycayra Mory fa nomorHy y npegysvimawy pagwin npuavikom DDoS Hanaga, y
norneay 6p3nHe 1 ebnKacHoOCTU.

AKO nocToju MOryRHOCT, MpeTnaaTtuTe ce Ha pesyAaHTHY VIHTepHeT KoHeKLUNnjy.

Ako nocToju MoryhHoCT, npeTnaatuTe ce Ha ycayry npeseHumuje of DDoS Hanaga koj Baiuer
nposajgepa.

AKo nocTtoju moryhHocT, 3aTpaxute og WClM-a ga noctaBe ¢duatepe 3a NOPTOBE U BEAUNUYNHY
nakeTa.

YcrnoctaBuUTe KOHTaKTe Ca MpyXaoueMm WHTepHeT yciyra 1 opraHMma 3a cnposofere 3akoHa.
MNpoBepuTe fa M wnmaTe MoryhHocT kopuwherwa BaH oncera (out-of-band) kaHana 3a
KOMyHMKauunjy (HNp. TenedoH).

KoHdurypuwnte npasuna Ha firewall-y kako 6u ce 610knpao AosiasHu caobpahaj ca agpeca
n3nnctaHmx y RFC 5735, kao u pesepsucaHux IP agpeca (0/8), loopback agpeca (127/8),
npuBaTHUX agpeca (RFC 1918 6nokmpaTn 10/8, 172.16/12 n 192.168/16), unassigned DHCP client
agpeca (169.254.0/16) n multicast agpeca (224.0.0/4). OBa nogeluaBarba MOXeTe TPAXUTU U Of
Bawuer MCll-a.

NOMNUCHA NUCTA

Kpewnpajte nucty T3B. whitelist IP agpeca 1 npoTokona Koje MopaTe Aa NponycTuTe 1 Ha Taj HaunH
oApeanTe npuopuTeTe y caobpahajy Tokom Hanaga. He 3abopasuTe ga yk/byumnTe Balle K/byyHe
CTejKxosifepe y nocsoBamy.

JokymeHTyjTe geTasme o Bawoj UT nHdpactpyktypu, ykmwydyjyhn Hocroue nocna, IP agpece m
Kpyr N/i-jesa, nojewasara pytupama (AS uta.); Mpunpemute gujarpam Torosiorvje Mpexe u
nonmc NMOBUHe.

MPEXHA UHPPACTPYKTYPA

Av3zajHrpajTe MpexHy NHGPaCcTPyKTypy Tako Ja HemaTe jeAMHCTBEHY Tauky oTkasa (Single Point
of Failure) nnn ycko rpno.

Anctpnbympajte cBoje DNS cepBepe n gpyre kputuuHe cepsuce (SMTP, nta.) Kpo3 pasnmunte
AS.

Ojavajte (hardening) koHduUrypaumjy Mpexe, onepatmMBHUX CUCTEMA M KOMMOHEHTe anaukaumja
Koje mory 6uTu b DDoS Hanaaa.




o O3HaunTe nepdopmaHce Balle TpeHyTHe MHOPACTPYKTYpe, Tako Aa Hanag naeHTubukyjTe bpxe n
TayHuje.

e AKO Balll M0OCao 3aBUCU Of MHTEPHETa, PasMuUcanTe o KYrnoBUHW Creunjasin3oBaHNX Nponssoja
nnn ycnyra 3a ybnaxasawe nocneguua oz DDoS Hanmaga. OBy ycnyry MOXeTe 3aTpaXuTu U OZ
Bawuer VCll-a.

o [lpoBepuTe nogelaBara DNS time-to-live (TTL) 3a cucTteme koju mory 61T HanagHyTu. CmamunTe
BpesHoCT TTL-a ako je noTpebHO Aa 6ucTe onakwann DNS-y npeycmepaBakse y Ciydyajy Hanaja
Ha opurnHanHe IP agpece. lNMpenopy4/bnBO nogellasane TTL-a je Ha 600s.

e Y 3aBUCHOCTU O KPUTUYHOCTY BaLLMX YCIyra, PasMrucinTe o nojeLlaBary pesepsBHe Konuje Kojy
MOXeTe YK/bYUUTU Y Cyyajy npobaema.

o Kako 6u ojavanu 3awtnty o4 DDOS Hanaga, nosehajTe nponycHW oncer Ha Beb cepsepy. OBUM
He pelasaTe nNpobnem, Beh foburjaTe Ha BpeMeHy ja pearyjeTe.

o [Mopecnte Hrxxe nparose 3a SYN, ICMP n UDP nakeTe Ha MpexHUM ypehajuma Kako 61 ymarunin
LITeTy OZ Hanaja.

UHTEPHU KOHTAKTU

e YcrnocTaBuTe KOHTaKTe nameRy CBojx TMMOBa 3a IDS, firewall, cnctemcky 1 MpexxHy MoApLLKY.

o Capajrba y OKBMPY CBUX MOCJOBHUX JIMHW]ja Aa 6uUCTe pasymenu nociejuie Koje ocTas/ba Ha
nocnoBakse (HMp. rybutak HoBLa) Moryhu cueHapro DDoS Hanaga.

o Yrmbyunte TmMoBe 3a BCP/DR (Business Continuity Planning/Disaster Recovery) y npoLec nnaHupama.
OBV NnaHoBM BaM Mory nomohu y pearosarby npuankom DDoS Hanaga.

daszy ,npunpeme” Tpeba cmaTpaTy HajBaXKHUjUM efleMEHTOM 3a YCMeLlHO pearoBakbe Ha
DDoOS nHunAaeHT.

WOAEHTUPUKALIUIA

Uum: OTKPUTN UHUUAEHT, YTBPAUTU Heros o6um m oprosapajyhe ctpaHe
Koje cy yK/by4eHe.

Cumntomum DDoS Hanaja y HekUM ciiydajeBrMa Mory ynyhureaTy Ha HeManuumosHe npobnemMe, Kao
WTO Cy TexHW4KMm npobnemm Ha ogpeheHoM Jeny Mpexe WM npobneMm Hactaan TOKOM
oAp>aBarba 0Off CTpaHe cUCTeM agMuUHUCTpaTopa. Mehytum, Ha cnegehe cumnTome obpaTuTe
naxy jep Mory ykasmsaTtu Ha DoS wnn DDoS Hanage:

e YcrnopeHe mpexHe neppopmaHce (TOKOM oTBapakrka $ajioBa UK NpuUcTyna Beb cTpaHuLama).
e HepoctynaH Beb cajT unu geo Beb cajta.
e HemoryhHocTt npuctyna 6uno koM Beb cajTy.




Hajbo/bn HaumH fa ce peTekTyjete U uaeHTUdukyjete DDoS Hanag je kpo3 aHanudy n npaherse
MpeXHor caobpahaja, WTO MoxeTe nocTuhn npeko firewall-a nan cuctema 3a AeTekumjy Hanaza.
ALMVIHACTPATOPX MOry MOCTaBUTK MpaBuia 3a AeTekuujy CymuumBor caobpahaja n naeHTudumkaumjy
n3Bopa Tor caobpahaja.

AHANU3A HANAAA

MNMoTpebHO je Aa pasymeTte noruvykym Tok DDOS Hanaga v mnaeHTUOUKyjTe MHOPACTPYKTypHE
KOMMOHeHTe Ha Koje je yTMLao, OAHOCHO YTBPAUTK nokauwje rae je DDoS Hamagz v3BpLUEH,
aHanun3oM firewall-a 3a nponyLwTeHe 1 04bujeHe nakeTe.

Doctasute NCTT-y IP agpecy Hanagauya.

MoTpebHo je Aa yBuaWTe fa X CTe MeTa Hanaja Uau KonatepasHa XpTsa.

Mornepajte ontepehere 1 norose dajnoea ca cepBepa, pyTepa, firewall-oBa, anavkaynja u apyre
noroheHe wuHobpacTpykType. Kako 6wm cmamwuam wrtety Hactany SYN Flood Hanagmma. Y
noZellasarriMa Ha nepudepHUmM ypehajuma kao wto cy firewall n proxy cepsepu, nogecute , TCP
keepalive" v ,,Maximum Connections".

NaeHTndukyjTe cBe acnekate koje DDoS caobpahaj pa3nukyjy of HopmanHor caobpahaja, kao
LTO Cy:

—> VisBopHwuLiHe IP agpece, AS nta,.

—> OfpeAnLLH NOPTOBKU

—> URL agpece

—> Flag-oBu npoTokona

3a aHanM3y mMpexe MOry ce KOpUCTUTW anaTu 3a npahemwe caobpahaja, kao wro cy: Tcpdump,
Tshark, WireShark, Snort, Argus, Ntop, Aguri, MRTG.

Ako je moryhe, kpeunpajte NIDS (Network Intrusion Detection Systems) noTnuc Aa 6ucte pasnnkoBanu
HOPMaJsiHV 0Z 3I0HaMepHor caobpahaja.

YK/bYHUTE UHTEPHE U EKCTEPHE AKTEPE

O6paTtunTe ce CBOjUM UHTEPHVM TMOBMMaA Aa B1CTe ca3Hanm Kako OHU BUe Hamnag.
Tpaxute nomoh oz csor VCl-a. byaute KOHKpeTHU y Be3u ca caobpahajem Koju xenute Aa
KOHTpOAMLLETE:
—> YK/byueHe MmpexHe 6n1okose
—> 3BopuLuHe IP agpece
—> [lpoToKone
ObaBecTnTe M3BPLUHE N MPaBHe TVMOBE Yy OKBMPY Ballle KOMMaHuje.

NPOBEPUTE NO3AAUHY

Ca3HajTe ga 1 je KOMMNaHMja Aobuna NOHYAY M3HYyZe NMpe camor Hanaja.
MNpoBepuTe fa 11 61 HEKO UMAo NHTepecC Ja NpeTy Balloj KOMMAaHWju:
—> KOHKypeHTun
—> Vpeonowkun moTuBMcaHe rpyne (hacktivists)
—> buvBLWV 3anoc/ieHn




CNPEYABAIGE AAJBEI WUPEHA

Lwum: Yonaxxmntum epekTte Hanaga Ha Li/baHO OKpYXXekmse.

AKo je ycko rpno ogpeheHa dyHKuUmja (feature) annnkaupje, nprBpemeHo oHemoryhute Ty GyHKLMjyY.
MokyLuajTe Aa perynuwimnte unm bnokmpate DDoS caobpahaj ako je moryhe LWTO je 6arke MpPexXHOM
,00naKky" npeko pytepa, firewall-a, load balancer-a, cneumjannzoBaHux ypehaj 1 cimyHo.

MpeknHYTY HeXxxe/beHe Be3e UK NpoLece Ka cepBepmnMa 1 pytepmmMa un nogecurte wmxosa TCP/IP
nojeLuaBama.

Ako je moryhe, npebauuTte ce Ha anTepHaTUBHe cajtoBe unu Mpexe kopucteh DNS nnm Heku
Apyru MexaHum3am. Blackhole pytupawe DDoOS caobpahaja koje je ycmMepeHO Ha opuriHanHe [P
ajpece.

MocTaBuTe anTepHaTMBHW KaHan 3a KOMYHMKauujy m3mehy Bac v BalmMx KOpUCHMKa/Kynaua
(HNp: Beb cepBep, Mejn cepBep, voice cepBep UTA.)

Ako je moryhe, ycmepuTe caobpahaj kpos cepsuc nnu ypehaj 3a dpuntprpare caobpahaja (traffic-
scrubbing) npexko DNS -a nnv npomeHe pyTuparsa (Hnp: sinkhole pytuparse).

KoHpurypunTe nsnasHe ¢uatepe Tako Aa 670kmpajy caobpahajy Balimm cucteMmma u cripeye
cnarwe oaroBopa Ha DDoS cao6bpahaj (Hnp: backsquatter caocbpahaj), fa 6ucte wmsbernu
AOAaBarbe CyBULLHUX NakeTa 'y Mpexu.

Y cnydajy nokyliaja v3Hyze of, CTpaHe 3/10HaMepHOr Hamagaya, rnokyllajte ga kynute speme. Ha
npumMep, objacH1Te Aa Bam Tpeba BuLLE BpeMeHa Kako bucTe 2ob6unn ogobperse pykoBOACTBA.

AKo je ycko rpso Ha ctpaHu VCHM-a, camo UCI modxke ga npeaysme epukacHe akumje y Besum
cnpeyaBama HeXXesbeHor cao6pahaja. Y Tom cnyyajy, ga 6ucte pewnnuv npo6siem yckor rpna
notpe6Ho je pAa pagwuTe 3ajegHo ca Bawum MCM-om v o6aBe3HO nopenute cBe 6UTHe
nHdopmauLumje 6p3o N eprKacHoO Kako 6McTe pennm npobnem y wito kpahem poky.

CAHAUUJA

Lwm: NpeayseTu akymje 3a 3ayctaBbarbe DDoS Hanaga

O6patuTe ce VICMN-y n yBepuTe ce fa NpuMekyje Mepe 3a caHaunjy. Heke og moryhmnx mepa koje
ce Mory npejyseTu:

—> duntpuparse (ako je moryhe Ha HuBoy Tier 1 unn Tier 2)

—> duntpuparse caobpahaja (Traffic-scrubbing)/Sinkhole/Clean-pipe)

—>Blackhole pytnpamne

Ako cy unaeHTudurkoBaHn DDoS Hanazauu, pasMoTpuTe YK/byumBare TVIMa 3a CrpoBohene
3aKOHa. VI3BpLUHW 1 NMpaBHW TUM paje Aabe Mo npolesypama Balle KOMMNaHuje 1 3aKoHa.

Baw VCI yrnaBHOM npy>ka noApLUKY 3a CaHaLMjy TEXHUUYKUX pajHn.




ONOPABAK

LUwm: Bpatutn y npeTxoaHo GYHKLMOHANMHO CTabe.

NPOUEHWUTE KPAJ DDoS HANAQA

o [lpoBepuTe Aa K Cy ycayre Koje cy 6une Noj yTuuajem Hanaza noHoOBO AOCTYMHE.
o [llpoBepuTe aa nn cy cBe nepdopmaHce Balle MHPPACTPyKType BpaheHe Ha MOYETHO CTakbe.

BPATUTE CUCTEM HA HOPMANHO PYHKLIUWOHUCAIBE

o Bpatute caobpahaj Ha opuUrnHasHy Mpexy.
o PecrtapTyjTe cTonupaHe cepsuce.

Ba>kHoO je pa cy akuuje noBe3aHe ca ofnopaBKoOM cucTema ycknaheHe ca MpeXXHUM TUMOBUMa.
Bpahame ycnyra mo>ke UMaTu HeoyeKMBaHe nocneauLe.

NOCNEAUUE

Uwmb: JoKyMeHTyjTe AeTa/be MHUUAEHTA, ANCKYTYjTe 0 Hay4YeHUM nekuynjama
M npunarognTe naaHoBse N oa6paHy.

o PasmucanTe koje kopake 6ucTe npegy3enn kako 6u 6pxe nan edukacHmje OArOBOPUAMN Ha
NHUNAEHT.

o AKO je NoTpebHO, NpunaroAmTe NpeTnocTaBke Koje cy yTuuane Ha oanyke goHeTe TokoMm DDoS
NHUMAEHTA.

o [lpoueHunTe ePrKkacHOCT pearoBara Ha DDoS npouec, Koju yk/byuyyje /byse N KOMyHUKaLUUjy.

o Pasmuncnnte o ogHoOCKMMa yHyTap M BaH Balle opraHusauuvje koje 6w Bam Morjae nomohu y
byayhHOCTW y CnyYajy MHUMAeHTa.

o CapagHba ca NpaBHUM TIMOM MOXE MMaTW BEIVIKW 3Hayaj, HAPOYMUTO aKo je MocTynak y Toky.

N3Bop:

https://github.com/certsocietegenerale

Security Tip - Understanding Denial-of-Service Attacks - CISA

Guidance on Responding to Denial of Service Attack for SME - KISA
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https://github.com/certsocietegenerale/IRM/blob/master/EN/IRM-4-DDOS.pdf
https://www.us-cert.gov/ncas/tips/ST04-015
https://www.boho.or.kr/filedownload.do?attach_file_seq=2354&attach_file_id=EpF2354.pdf

